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THE THREATSCAPE IS MOVING FAST

(University of Maryland)

HACKERS ATTACK EVERY 

39 SECONDS 
i.e. 2,244 times a day 

(Sophos Labs)

30,000 WEBSITES 
ARE HACKED EVERY DAY 

On average 

(Breach Level Index)

HACKERS STEAL 
75 RECORDS 

EVERY SECOND  
(Cybersecurity Ventures)

RANSOMWARE ATTACK 
EVERY  14 SECONDS 

and every 11 seconds by 2021

(Verizon)

OF ALL CYBERATTACKS 
TARGET SMALL BUSINESSES

43%480
(McAfee)

NEW CYBER 
T H R E A T S 

EMERGE EVERY MINUTE  

(VMware Carbon Black)

OF BUSINESSES REPORTED AN INCREASE IN CYBER 
ATTACKS WITH EMPLOYEES WORKING FROM HOME 

Amidst the coronavirus outbreak, 

91%

WHAT ARE THE COSTS 
OF CYBER ATTACKS?

WHAT ARE THE MOST COMMON CAUSES OF DATA BREACH?

HOW TO KEEP YOUR BUSINESS SECURE?

The average data breach now 
costs up to $3.92 MILLION. 
(2020 Cost of a Data Breach Report)

The average cost of a ransomware 
attack on businesses is $133,000. 
(SafeAtLast)

The average cost per record 
stolen is $150. 
(IBM)

60% OF SMBS close within six 
months of a cyber attack. 
(Hiscox)

The average cost in time of a 
malware attack is 50 DAYS. 
(Accenture) 

Firewall and antivirus security is irrelevant or 
obsolete

Social Engineering is the fastest way to 
access privileged accounts

Companies do not do a good job of 
implementing least privilege

Humans are the most responsible for security 
breaches

Password re-use is the weakest behavior by 
employees

Multi-factor authentication and encryption are 
the biggest hacker obstacles

What do Black Hat 
Hackers Think?

HACKING
Mainly driven by stolen credentials

45%

HUMAN ERROR 
1 in 5 incidents was the result of a 
mistake made by an employee such as 
misdelivery, misconfiguration, publishing, 
etc.

22%
SOCIAL ENGINEERING

Social engineering comes in 
two major forms :

phishing (over 80%) and 
pretexting (under 10%)

22%

MALWARE
17%

UNAUTHORIZED USE
Privilege abuse and data mishandling 

are the most common causes

8% PHYSICAL ACTION
Involves the theft of paperwork or 
devices

4%

Source: Thycotic's Black Hat Hacker Survey Report

Source: Verizon's 2020 Data Breach Investigation Report

For more information, visit: https://www.softlanding.ca/blog/top-10-best-practices-implement-cybersecurity

CYBERTHREATS ARE ON THE RISE:

IS YOUR COMPANY SECURE?

DEVELOP A CYBERSECURITY 
STRATEGY FOR YOUR 

ORGANIZATION
1

CREATE A DETAILED 
CYBERSECURITY 

POLICY
2

BACKUP AND 
ENCRYPT YOUR DATA

3

USE MULTI-FACTOR 
AUTHENTICATION

4

CREATE SECURE PASSWORDS 
AND KEEP THEM SAFE

5

USE THE PRINCIPLE OF 
LEAST PRIVILEGE6

KNOW WHO IS 
ACCESSING YOUR 
DATA

7

EDUCATE AND TRAIN 
YOUR EMPLOYEES8

KEEP ALL SOFTWARE 
AND APPS UP TO DATE9

DON’T THINK THAT 
CYBERCRIMINALS WON’T BE 
INTERESTED IN YOUR COMPANY. 
THEY ARE.

10

https://www.ibm.com/security/data-breach
https://www.accenture.com/us-en/services/security-index?src=SOMS#block-insights-and-innovation
https://safeatlast.co/blog/ransomware-statistics/
https://www.softlanding.ca/blog/top-10-best-practices-implement-cybersecurity/

